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Disclaimer

The information provided in this Handbook is intended to create
awareness among citizens especially students abeut various cyber
threats that can impact them and ways to safeguard themselves
ogoinst cyber crimes. The information, techniques and suggestions
given in the Handbook are for general guidance anly. In case you
become avictim of cyber crime, contact yeur local pelice station or
state cyber crime cell.
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Irformation and communication fechnology had become on integral
part ef our day-to-day life. It hes just trorsfermed the way we
commuricate, make friends, share updates, play gomes, and da
shepping ond 2o on. The technology has impocted most ospects of
wur diy-to-day life.

O new generation & gething expesure to oyber spoce ot g wiry
young age. Mere and more children imeest time enline to play games,
make friends, and use sacinl netwerking sites and $o on. In foct with
smart phones acoess To socisl netwerking, anling games, shopgirg, £1¢.
s incressed significantly, The cyber space connects us wirtually with
crores of orline usars from across the globe With incrensing use of
cyber fpace, cyber crimed ane aldo increasing rapidly.

Children are highly valnerable 0s they ore exposed ta cyber
space with limited understandirg of cyber threats and
sofeguords. Children ore in experimental oge group. They like to
experiment, learm new things and use new techmalogies. While
axperimenting is a good wiy To learn, it i5 equally important that
proper guidance is provided to children so that they can protect
themmsehwes from adverse impact of cyber technalogy.

This handbesk is far children above 13 years of age, It can be
used by younger students as well to understand the cyber workd



betier and prepare themselves To be resporsible and coreful cyber
citizens of future. The purpose of this handboak is to provide an
owerview of varioud cyber threats thet com impoct children and
disouss safeguards that can help in preventing the cybercrimes,

The first and second chapters of the handbook provides an
linsight o children onwhy cyber security is a concernand what are.
different types of cybercrimes that can impact us.The third
chapter of the handbook talks about cyberbullying and how it can
impact children, It further detoils cut the key sofeguards that
may help children ta protect themselves against cyberbullying and
warys to deal with cyberbullying.

Thes fourth chapter of the handbook covers oyber grooming
ond it impact an the children. Tt also provides defoils about worious
sufeguards that can be adopted by children to protect themsehes
from cyber grooming. The fifth chapter folks about cyber threats
related to onling gamirg and safety tip2 thet con help childeen in
safequarding themselves ogairgt such oyber threats. Emails e
uged commonly by cybercriminale. The gixth chapter provides an
erverview of how cybercriminals con trigges cyberorimes using emails
ared saf ety Tips that may help children in uing emails securely.

Cyber technology has clse transformed the way we do
financlal tremsactions. More and mare pesple are using enline
platferms for shepping, transfersing money and ether Financial
transactions. Moreover, efferts are being made to facilitate
financial education in schools in order to make students ready for
future, In view of imcressing cybercrimes related to Financial
frauds, chapter seventh of the handbook provides an overview to
children on cyber threats related te anline financial transacticns
and how to safequard ourselies against such thraats, The last
chapter of the handbock covers cyber threats related o social
netwarking and how to safequards against such threats,

The handbeck shall help students to learn obout cyber
threats and woys how they can profect themselves. As o change
agent, students are expected to share their learning with their o
peersand parentsand contribute in making cyber spoce safer. &




WHY IS CYBER
SECURITY
A CONCERN?

Today internet, computers, smart phones ond other
communication technology devices have become an integral
part af sur life. Tmagine, kow much time we spend each day an
these smart devices, We have made internet communication
mediums like Songhe, emails, WhatsApp, Twitter, Facebaok,
etc., part ord parcel of our everyday activities. But most of 12
are uraware of cyber safety and security essentiols to
safeguard surselves

Do you kmow that whatever information or
personal details e shared on internet stay
online ferever as it is extremely difficult to
delete the information completely?

WHAT ARE CYBER CRIMES?

COybercrimes ore of fenced that may be committed
ogainst individuals, companies or institutions by using




computers, internet or mobkile technology. Cybercriminals
use platforms such as social metworking sites, emails,
chatrooms, pirated seftware, websites, efc, to attack
wictima. Children are alsa wulperable te various types af
eybererimes.

“According to the Indian Computer Emergency Response Teom
(CERT-In), over 53000 cases of cyber security ncidents were
reperted in 2017 in India™

Do you knew that cyber-attecks are

becoming more  complex and  sophisticated

ond ore increcsingly forgeted on  stealing

the persopal  infarmation  sueh  as  phone
number, address, phetographs, bank detalls etc ? The personsl
information con be used by cyber criminals ogoirst you in
. different ways like creating you foke profile, cyber bullying, etc

D't warry friends, by following precoutions and
being vigilant, you con sof eguard yourself against
cyber crimes. T am your Cyber Dost and T will help
you in understanding various types of cyber
:rlmucndpru_mlhrmﬂ that you must toke in order to reduce the
riskef Fallinga wictim o cyber crime,




CYBER THREATS THAT CAN
IMPACT ANYONE

ECyber threats are different possible ways That can be used to

attack us using internet or mobile technalogy.
% ._ .
2% techmology for an unintended use thereby
) ° disFupting cperations of causing  finencial/
—:‘,‘3_.‘ reputationgl lessto people?  Hockers com use
mabwares, viruses or Trojoms to ottack yewr
computer ard goin access ta your data_

Do you know a hocker is anyone who uses/ exploits

Cyber criminals want te get umautharized access to our sensitive
information In majority of cotes, the cyber criminals would
advent amattack witha clear cut shjective, for that they use some.
of the mast effective methods.

Some common waysused by cyber criminals are:

B Email Spoefing: Sending cut e-mails ta you that keak like
genuire and from a trusted e-mail ID but actually, they're
nat



™ Malicious Files Applications: Sanding you malicious and bod
opplications and files through direct messaging, goming,
emails or websites etc. in order to get occess to your
smart phane ard persoeel data,

™ Social Engineering: Socinl Engireering ig o technique used by
cybercriminals fo gain your confidence fo get information
fram you. Depending on what you like te do mest, a
eybercriminal maoy fry fo imternct with you to mine for
information and/or commit some harm fo you, Suppose you
Kike to play an erling gome, on impersonater behaves |ike
orother child and ivites you to talk to him ond share
information.

= Cyber Bullying: A form of harnssment or bullying inflicted
through the use of electranic or communication devices such
05 computer, mabile phene, laptop, te.

g~ Identity Theft: Delibercte use of someane’'s identity to gain
fimanclal advertage or to abtain credit and ether benefits in
the other person's name! for counterparts disadvertage or
less.

= Jeb Frowds: Froudulent representation or o deceptive
activity on the part of an employes or o progpective employes
‘toword anemployer,

e~ Banking Frauds: Froudulently obtaining money fram
depesitors by pasing as.a bank ar ather financial imstitution,




"CYBER BULLYING _

Lyber bullying is one of the comman cyber threats being faced
by children ard young people, Though cyber bullying con impact
afyane et due 1o limited understanding about cyber theeats,
children become eady victims of cyber bullying.

Cyber bullying means using internet or mobie technalogy 1o
intentionally harass or bully someone by sending rude, meon or
hurtful messeges, comments ard iImages/videas. A cyber bully can
uge text messages, emails, secial medin plotforms web pages, chat
rocers, ete. to bully athers




The cordequences of cyber bullying on children are manifold.
There con be physical, emotional and peycholeglcal corsequences
that con ret only impact the acodemic performonce of Students
butaffect thesr daily life to.o great extent,
Cancerned ahout cyber bullying? Dan't warry,. with
awarenedd and precoutiond you con use internet and
~ mabile technalogy without any fear. You need ta be
' careful and follow safequards to protect yourself
ondrour frwﬂswcﬁw bullying,

Let's discuss howyou can protect pourself from becoming a victim
of eyber bullying
™ Don't accept friend requests freom unknown people on sacial
media pletforms. Cyber bully con even creste o foke
account to befriend victima. A a rule of the thusb, saly add
people crling whamyou know of fline

@~ Don't shore your personal information Iike date of birth,
oddress, and phene number on socinl media ar ather online
platforms. ¥ou can go to privacy settings on social media
platforms to select whe con necess your postd online. Try 1o
resfrict access of your profile fo your friends only, Picture
stories for example an o particular platform are public by
default

g~ Remember what you past online remains there so it is
important 1o be careful and nat to share your phone number
and ather personal details in commenrts or pasts on sackal
media platforms

g~ Mever install unwored Sof twore and Apps like dating App,
onlime games, etc, fram unkrown sources, You should be very
careful while chatting in the chat roomd. Mever ghare




persanal details i the chat Feem and limit youe identity.

= If you feel hurt after reading a pest from a friend er a
stranger, don't react with aggressive reply. It may encourage
the bully to keep poasting such messages. If huetful
post/message is from your frierd, you can request him not to
do it ogain. If you are repeatedly getting duch medsages)
post, please inform your parents or elders immediately so
that they can support you.

= Also, please remember that aga good netizen you should never
share mean commaestts or hurtful messages or embarrassing

pictures/videcs online. Flease be careful and check if your
post/camment fvideos com be embarrassing for your Friend or
anyone else, If so, please don't post, You should not become a
eyber bully yourself o5 it is.0 punishoble of fence. Tt adversely
impacts thevictim

If wou feel that you are a wictim of cyber bullying, plesse infarm
your elders 0 that they can intervene and Support you. Following
suggestions cor be belpful in managing the situaticn

= Inform your parents/elders
immediately: If someene is bullying
you, you must inform your
porents/elders immediately. Don't
feel that your parents will restrict
your cnling aetivity oe ask you et Te m
use your computer/smartphane, If is (M= 4 ey
impertant ta inform them s that they can suppert and guide
yow Marrote the enfire issue clearly to your parents/elders.




™ Identify the bully: Try to identify if the bully is a krown
persen o o stranger, Yeu should tey To find cut the reasen why
bully Is bothering you A bully can be your friend or a kmewn
persan. You may seek help of your parents/teachers to reach
out to the bullyand ask himAher to stop bullying you.

g Block the Bully: Tf bully is using social |
media platforms to bully you, you can block
him/her. All the sociol media apps ar
services have the optionto block a user,

g Cellect and Save pests/messages: Save posts/messeges that
were used against you Such messages/posts can be used as an
evidence, if in cofe alegal action has fo be taken.

g~ Mever respond to a bully aggressively: Bully wonts you to get
aggressive and get into heated argumert, This adds mileage to
the infermation wwantedly. Se the best way is to ash the
persan palitely to stop it and if he/she becomes annaying, stop
the chat/ block him! her

™ If your parents/elders feel the meed, they con confact
Iocad police Station te ledge a complairt againgt the bully



Cyber Groomirg ls growirg as one of the major
threats faced by children and tesnogers. It is a practice where
somecre builde an emotional bord with children through sacial
medio ar messagng platferms with an objective of guining their
trust for sexually abusing or expledting them.

The cyber groomers can use gaming websites, social media, email,
chat roame, ingtant messnging, £1c. by creating o fake account and
pretending to be a child ar kaving same intenests asof the child,

Do you know that mary of us den't even realize
that somesne s grooming us  orline?  Cwline
grommer con be a known person, a relotiee or even

on ueknown person whom we met orline om socinl
media platfarm, & chat ream or gaming portal, ete,

Iritinlly, the cyber groomer com give you compliments, gifts,
madelling job effer and later they com stort sending obscene
messages, photographs or videos amd will ask you o share your
sexually explicit imoges or videos with them.

The anline groomer mostly torge? Teenagers of in odolese
they face immense bislogical, persanal and social charges

g




impulgive and curioug noture of adalescents encourages them to
ergage in anline activities which makes them winerable to orline
groomirg.

The cyber grooming hos desp impact ona child' physical, emotional

08 well as psycholegical well-being. It con not aly impact their

academic perfarmance but alss their dally life to o great extent,

The devastating effects of online grooming can sometimes be long-

term and coneven haunt the wictim intheir adulthood

= Congerned about cyber grooming? Don't warsy... with
i | awareness and precoutions you can use internet and
'I'm mobile technology without any fear. You need to be
careful and follow 2afequards to protect yourself

and your friends against cyber grocming,

Let's digcuss how you com protect yourself from becoming a wictim

of cyber grocming

= Don't occept friend request from unknown pecple on social
medin platforms. Cyber groomer con even create o fake
account to befriend victims,

o Baon't share yewr persenal information like date of birth,
oddress, phone number ond school nome on Social media or
other ordine platforms. You can go o privocy $£tings on Social
media platforms o sebect whe can access your posts ordine,
Try to restrict access of your profile to your friends only

™ Be coutious when your chat portner gives wou manmy
compliments regarding your appearance in jugt a short span of
o aquainTancE,

g Avaid talking fe peaple whe asks you questions related ta your
phrysical or sexual experiences. You con tell the person o stop
adkirg you Such questions ag you feel uncomfortoble. Tf they
contine ta do the same, immediately infeem your parents.



= Do not falk fo people who ask you fo share your sexually
explicit photographs or wideos. If you share your sesually
explicit photos o videos with someane, the persan can share
those phatos with others or pogt them on sotial media. They
conalgo blackmail you,

o= Mever tur on your mebcam while your chat partner does ot
connects to the weboom

= Talk to your elders or parerits, if your chat partner Suggests to
leep your conversation with thema secret,

= Do not go to meet o person whom you met online alone. A lwoy=
takea friend or amelder personwith you,

@™ Mever ingtall unworted Soffware and Apps like dating App,
ording games, etc. fram unknown sources. You should be very
careful while chatting in the chat reces. Mever share persanal
details iri the chat room amd limit your identity.

What can you do if you are a victim of cyber grooming?

If yeu feed that you are a victim of cyber groeming, please inferm

your elders 2o that they can intervens and support you. Following

suggestions canbe helpful in managing the situation

= Inform  your porents / elders
immediately: If someone online (s
making you uncemfertable, you must

inform your parents / elders
immediately, Den't feel that your &

parents will restrict your elire activity
or ask you not to use your computer /

smart pheone It s impartant to inform

them 2o that they con Support aid guide you. Marrate the entire

issue clearly fo your parents/elders, r



= Bleck the Groomer: If grecmer is using saciol medio platferms ta
groam you, you can  block him/her, All the sacial media apps or
services hove the option toblock ouser,

el Collect and Sove messages: Sove MEssIgES. plotunes or videos
shared with you by the groomer, Such messages, pictures or
videos con be used of an evidence 1o toke o legal oction againgt
them.

™ Your porentsielders con contact local police station to lodge a
complaint against the greamer.

. ' . Do you knew that preducing, publishing ord
"{:45 transmitting sesasally explicit material or Child

Sexual Abuse Material (i M) iz electronic form
is o punizhable offense urder The Infarmation
Technelegy Act 2000 of India?




Surpriged how onling gamieg i8 related ta cyber securi
Ler me tell you that mare and mere children and young
people are gaming online and the number is goimg to
imcrease many fold in future. Where ever there are lot of wsers an
internet, cybercriminats find their way fo victimize them. This can
be in way of cheating. cyber bullying, sharing inappropriote
content, efic.

Gaming is erother area which has been transformed with
the advent of information technology. More and more childrenare
joining the online gaming community. Basy access and sariety of
platforms that can ke used for playing enline gomes have: kelped in
increasing orline gaming in India, Children con phay enline games an
maobiles. congoles, computers, portable goming devices and social
networks. The gaming cordohes operate like o computer whens you
need to create yeur acceunt, legin, put a headset, use web com or
other devices, ¥ou nat anly play gomes with cranes of users online
but also talk to them, shore your views, become friends, jain
groupd, teams, ete. There are crores of ployers playing online
qumes at any given peint in time, While enline games con be fun,
they also bring essociated risks,



Do you know thot you moy emd-up downbooding
* spom,viruges, malicious softwore along with the

..
i) anliee games that con odversely mpact your

sites, Mever downlead,’ install pirated games ard sof tware,

It is o matter of concern that outdoor activities and phrysical games
‘are missed out on by our computer and smart phone-loving children, It
i% odvisoble fo include cutdoor gomes in addition to online games thet
helpg youin your overall phygical, mertal and docial develogment,
Given the range of online games available and eose of playing with
crares of ployers anline fram acress the glabe, online gaming con be
a fun way for yeu to connect with others, but it is indeed emportant
for you to understand the asseciated risks and know how fe handle
certain situations, Enjey the online goming experience ond have
great fun, but moke sure that you play it sofelll
Do you heew what are the rishs essociated
with anline gaming?
c@y= There are many aggressive ployers
online who mary bully you Some ployers
ply simpéy to bully or haress others. They mey use irppropriate
language or cheat others. Tt s importort foryou tobe coreful.
= Many odults ond cyber criminals also ploy online gomes and
pretend to be a child. They may try to befrierd you by giving
tips about the games, sharing peints with you and #rying to win
your trust, They may use this opportunity fo rum a Scam

e é




gerting perssnal information or metivating you fer a one-Te-
ane meefieg.

= There are many free online gaming websites. Mareaver, you
may receive |inks over emails ar text messages To downleod an
interesting enline game. Some of the gomes ask lat of persenal
information about the ployer before creating an account. This
may compromige your personal information like your roms,
age, mabile number, ete., which con be misused. You may end-
up dewnloading viruses or malwares along with free anlime
games downloaded from unsecure sites which com infect your
computer, smart phone orather gaming devices.

@™ Inmany online games you are asked to buy points/coins, ete.,
which con be used fo improve performonce or give you
advartage in terms of fime or resources. You are asked ta
share credit card detals for the poyment. OF course ypou
ask your porents to help you with the purchase. However,
some infected onling gomesd con copture your credit cord
detailsand misuse it

Concerned about online gaming? Dont worry.. with

awireness ofd precoutions you con play enline gomes

safiely, Yeu need to be careful and follow saf equards
to protect yourself and your friends from potential

risks nssociotedwith anline gaming.
Let's discuss how you can protect yourself
= Don't share your persanal information like name, date of
birth, addeess, and phone rsber with plapers while




anlire qames. ¥ou don't know whe the players are and what is
their intention? You may end-up sharing yeur infarmation with
scommersar cyber bullies,

= Never share your or your parent’'s credit cord/debit cond
details with ampone whien wou ane playing anlire games, Some
cyber criminals befrierd children by helping them with wirning
games ar sharifg ponts. They moy win your frust ard lafer ask
for your help fe buy ceins/points, etc. They may ask credit or
debit cord details, Mever share such detoils with amyone.

= Mever instoll games dewnloaded fram free online gaming
websites that ore not reputed. Mever downlood gomes by
clicking on links received on modl or text medsoge or
through o pepup. You may end-up dewnlsading viruses ard
malwares which cam compromise security of your

computer orsmart phone.

= Abwnys install o good antivirus software on your computer,
smartphione or other hondheld devices. Regulorly update the
antivirusand ather applications.

= Mever share your passwards with oryene. You sheuld use o
complex password for your online goming eccount and other
onlife occouwrtd, It i a good proctice to change your
pasgword an regidor interal,

= Mever use veice chat or web com while playing enline games.
This may share your identity with other players and attract
cyber bullies ord other cyber criminals.

@™ Mever meet in person with someone from your online gaming
world. In read [ife they may be \!rydiff:rlrrf.&plm’:m'mi{ﬁ,
o



may befriend you ond try meeting you ar getting your persanal
informatian. They may have wrong intentions.

= If yeu face any challenge in online gaming world, immediataly
inform your parents or elders so that they can suppoart and
guide you.
Develop hobit of ploying outdoor gomes. ¥ou will enjoy outdoor
activities and con make real good friends. Limit your exposure To
anling games ag much as pessible

+ Do you know playing cutdoor gomes help you in
Jexploring  The  environment,  developing  muscle

strength, gaining comfidence, making rew and
real friends and improving yeur overall personality?




Meat of you hove your personal email accourt, We need an
emadl account mot just to send emalls to our frieds and
family members but also for opening a social media
occount, onfine goméng account ond other online occounts,
Our email account has become an integral part of cue life. As you
will grw up, utility of yeur email account will increase. Yeu will use
your email account for connecting with bank. mobile service
provider, communicate with your college, ete. It is very important
ta lwars how to sof eguard your email accourt

© . Do you know we all get unwanted malls regularly?
FLIE,  Hove you noticed Spom email box in your email
£ # aceount? Most of the email providers hove the
] facility of a dpam bex where wwanted mails are
transferred Email fraud is wery commen and least
expersive method used by cyber criminals to compromise other
email occownts for personal gain or to couse domege to
inclividual .




How it werks?

c There are many waoys a cybercrimingl con use an
email to trigger an athack of your Sydtem or collect

e
—— your impestant personal infarmation You may have
=- heard abecut phishing, vishing, etc. You com read
—_—
e ‘about these online but here let's try to understond

inavery simple way how email f rauds com happen

= A cybercriminal sitting amywhere in the world can send
you an email fram a fake account which looks like a
genuine occount, For exomple, you moy receive o mail from
your gaming poartal or secial media platform where spelling
of gervice provider or emall d will be slightly
chonged - customersupport®gammingportol.com. Howe
you noticed that spelling of "gaming” i incorrect? These
emails contain links which would direct you To ancther page
where you would be ashed to enter passwords/ crederttial for
techmological upgrade, compliance or other foke reasons
[which mey Sound gemuine). And finally you end up giving
your credentials to cybercriminals.

o= Anather way commanly used by cyber criminals &5 sending an
email with a document [word or excel file) with malware
{dangerous program that con impect your computer) attached
ta it. The title of the email or document con be very
appealing toyou such as tips towin famaus onling gome or tips
to receive free coing for a famows online game or any other
oppealing title. If you open such document the
malware may get installed Ta your computer or mebile. This
malweres could send Impertant credenfials fremm your
computer like pessword, login id, ete., to the cyber criminals
ofregular intervals.




o= Anather comenan email froud is when o eyber criminal sends
you an emasl informing that you have won a lettery ora
surprige gift or your distent relative overseas has left a
fortune for you. The of fer i 4o lucrative that you open the
email and respand toit, The cybercriminal  asks for your
personal detnils and bank details fee tronsferring the
wirming amaunt. They may also ask you to depasit o processing
feg to enable them to transfer the winming ameurt, All such
email$ are generolly foke and intention i to get your personal
detalls or money from you, As o child you may net have bank
account but you may 21ill receive such emails. You should alsa
share about such emails with your parents so that they can
protect themaehes,

e~ Email acceunt hacking is anather common way used by cyber
criminals, They may uge malware or other tricks to cbtain
your email id and possword Once your emall account is
hacked, cybercriminals con use it to get access fo your
critical informatien like social media acccunts, berk accounts,
efe. They can also send of fensive emails oall your contacts.

= Anather common trick used by oybes criminals is to hack your
email and impersonating your profile and seeking financial
help Fram all your family and friends wha are in your emall
oddress book. Hoveyouewer  received am email from

someone known tayouasking for financial help s he or
she is in emergency with limited access to phane ar his hee
bank account?

. Cancerned about emall frauds? Don’t warry., with
@ amareress ond precautiond you can ude el
- witheout ary fear. You need fo be coreful and follow

safeguards to protect yourself ard your friends
‘against email frauds.

o




Let's discuss how you can protect yourself from becoming a victim

of emall frauds. Ban"t forget te share these suggestions with your

Family and friznds.

™ First importont step is to sofeguard your own email id so that
it is met hocked or compromised. For this, you must wse a
comples passward ond change it periodically. A simple
passward kike Passwerd 123 or your name or date of birth
is too easy for cybercriminals to guess, Use alphanumeric
combination to set o strong password,

o= You can use two factor authentication for login. This feature
ig provided by medt of the email Service providers, Two foctor
authentication allows pou To login To your account with a
passward plus OTP recesved on your mobdle phene, This s a
good security festure and may help you in keeping your
account safie.

= Mever share passward of your email sccount with arane.
Shering paseward may compromise your emall cceunt.
Den'tclicken linkor attachment fromunknown sendar.

= Lf you are using computer of your friend or a computer ina
tyber café to occesd your email sccount, make sure you
dun't clickyes on “remember passwoerd popus” which generally
cames when yeu legin frem a new computer, You must never
allow any computer to remember your password (this means
password will not be required to login to your account on that
spstem). Almays remember fo sign off from your email
acgsunt after uging it Always chargs  your pagsward ence It
has been accessed from o public computer like ina cyber café.
= If you are occessing email on your mobile phone, remember to
keep o strong password o nccess your phone. £

r
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= Tf your email account is hocked/compramised, send on alext
email or message to all your contacts about the same and warn
them nat To open the links/! attackment from youe email id,
Immediately reach out to your email service provider through
hedp page and request them To temperarily block your email
account. Try to refrieve your password and change your
passward Emmediately,

o= Never install unwarted software ard opps from unkrown
sources, Never click an links or files received froem unkrown
[pergan an your email or over message. This may be an attempt
e infect your computiers phone with mabware.

o= Tf you recsive an email about wirming a kttery or great of fer,
please  don't respond to it or share your persanal
infarmation |ike nome, address, bank account defails, eve Tf
wou receive an email from your service provider about an
update or any ather genire reaton, verify the sender’s esail
id carefully. Check if there is ary spelling mistake, Awaid
clickirg o links from such emaile. Try to connect with service
jpravidier te check if the email is genuine.

o If you receive on emergency email from your friend or
relative asking for financial help, try fo connect with that
persan over phore or through other known pesple to
validote the outhenticity of the email, There mey be o
possibility that his or her account has been hocked ard
used to send such email,

= Be watchfd and develep a hobit to chorge passwords ot
megular intervals, ignore emails from unknown Sources, ond

restrict yourself from sharing perseral details en emasl and i
clickirg links: received from snurces.

D you hnew cheating pecple using commumication .
devices or otherwise is o punishable of ferce



Online Transaction
Fraud

Thaisgh mast ¢f you may ot be using banking services such
0s debit card, credit cord, ret banking, efc.. at this stage but as
YOU Grow up you may start using these services. Moreover, as a
smart cifizen you must understond how online trangaction frouds
can happen sa that you can teach other's in your family and friend
circle.

Online trangoction froud means illegolly withdrowing or
trarsferring money fram your account to another account by o
cybr criminal, Onling transaction frouds can happen when your
legin credentials er bank account details er credit cand details are
stalenbya cyber criminal,

How [t works?

— There are many woys used by cybercriminals fo
"B_I cheat peophe anline,
Cyber criminals can send om email to you from a foke account which
oppears to be from your bank or credit cord service providi

When you elick on link provided in the email it takes you o o



where your sersitive infermation like bank account details, card
detalls, card verification value [CVV), expiry date, etc.. Is ashed,
Onceyoushane these detoils, your account con be compromised,
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Cybenc riminals may fake his/her identity ond call you posing s a
bank employes and try to obtain credit cord or bank details suchos
account mumber, personal identification mumber (PIM), CVY,
expiry date, date of birth, etc, Once such detalls are given, the
account can be compramised,

i .

o
f“"' number whicl
ATM or fo

. tachange wour PIM perindically,

Usually, sur mobile mumber is linked with our bark account. Cyber
criminald may alse call you, poding o an employes of mobile servicg
provider omd inform you that your mobile number will be
digconnected if you don't update your Subscriber Identification
Mackile (SIM). Fer updating the SIM, they will send yeou a link or
osk you to send an SMS from your number to service prowder,
Actually, they are attempting To make you send an SMS te your
mabile service provider to block the existing SIM and @



duplicate STM. They obfain the duplicate SIM from service
provide and use it to transact online using your mobils number and

bankingeapp.

Bw you know that bank would bear the loss of
banking frasds anly if regligence or security laps

is found at bank"s end?

Total 1785 cases heve been reported reloted to
credit/debit card and Internet barking froud in the year 2017
alure. Thizamourited to o total ks of R.2 7146 crores.

Concerned about anline transaction frouds? Don't

worry_with aworeness and precoutions wou can
~ safeguord yourself against enline fransaction

frouds, Flease remember if you don't share your
bank and cord details like cord mumber,  PIM, CWV, expiry
date bank account password, etc, with anyone, you may be able to
protect yourself againgt anlire tronsaction frauds, You need 1o be
careful and follow safeguards te protect yourself and your friends
agairst such frouds.

Let's discuss how you con peotect yourself fram becoming a victim
of online tronsoction frouds, Den't forget to share these
suggestions with yeur family ard friends.

o Mever share your bank and card details such as anline account
padaword, cord number, CVY, expicy date, PIN, OTF, etc., with
arene, By sharing these defails you will compromise your
accourt which con |ead to illegal anlire financiol fransactions.

= Make it a habit o regularky update your crline passward of
your bank aceount and PIMN of your Debit/Credit cords.

™ Always make it a habit Te Type bank website yourse!f




trying e login o your bark account, Yeu must not click en o
link of bank website appeoring on on email, text messoge
ora popup. This may be a fake link ard may take you 1o a fake
site. Once you bagin to your bank account from a fake site,
your Sengitive details like account rumber and passward may

be stolen
™. wenickark om
¢ X 0 ‘wurw jocxEank.com

™ Check for the bank's security certificate details and various
sigrs such of green address ling, lock sign on the oddress bar
ard HTTPS o canfirm youane visiting a secune bank website

==
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= Alwoys check the website URL starts with HTTPS. The
website LBL with HTTPS encrypts your dota in the website
ard profects it from any kind of tampering. Do not share your
corfidertial infarmation such as online account password,
cord fumber, CVY, expiry date, FIM, OTF, etc. on the webiite
which doesn't stort with HTTRS,

= It ig equally important to protect your mobile phone ag your
mehile rumber is linked with yeur bank account. Alweys usea
strang paseword to open your mobile phone and install o goed
antlvirus software, If you receive a coll from mebile service
provider informing you that your number will be deactivated if
you den't update it o any ether such message, plesse




enutious. Disconnect the phore and call cusfemser care
rumber of your mobile service provider to check if the call
Was QEnLife.

= Mever install pirated sof tware on your mobile or computer. Tt
i5 not anly illegal but may alss compromise secunity of your
devices, Always irstall @ good antivirus on your computer and
mahile phone. Tt is important to keep your computer sof tware
and anti-virud up-fo-dote.

= Avoid making online transactions using a public Wi-Fi or o
computer in o cyber cofé, Computers in the cyber café may
ret have updated ontivirus or may be infected with makwore
which may comproenise your bank details and other sensitive
information such of cord number, expary date, CWV, etc,

= Moke it o habit to review the monthly statements of your bank
accourt and credit cords. Check if there id any wrecognized
Transsction

o= If you find that yeur bonk account or cord detoils are
compromeésed/stalen by someane er your debit er credit card
is last, call the bank immediately and block your card./account
immediately. If wouthorized transactions have taken place,
you must lodge afarmal complaint af your nearest police
statien,




= Safeguards for your
social networking profiles

Social networking sites such ag Facebook, Twitter, Instagras,
Epapchat, etc,, are extersively used by all of 1=, We love sharing
on update or oselfieor pictures with sur friends and relotives. We
lewe receiving likes and commerts en our pestsfpictures and
updates. While social networking sites have helped = in
conrecting with aur friends and relatives easlly, there are serlous
cyber threats that can impact us if we are not coreful.
Haw it works?
== Cyber criminalé and cyber bullies con use social
— networking phatforms to harmus, Let us learn ahout
= common cyber threots related to socinl networking
sites which can enpact anyane of us.

= Cyber criminal can create yeur fike accont on seclal media and
use it to share negative thingsand imppropriate contentt to haem 4
yoir image or for ather Segal purposes. This i a very real threat -
and can impact amyone. Tt i ensy to create o social medin account
wing any email id. These days cur pic tures, emal id, date of birth
and other details ere easly cvalleble anline. Syber criminals can
use these detoils to create cur fokeacoont.




o= Cyber bullying is very common on social media platiorms,
Cyber bullies con uge sociol media 1o send rude ar huetful
messnges fo demean or hurtyou.

= Online frauds can be triggered through links shared an social

retworking sites. Cyber criminold hore o post with amalicious

link or o malware. If you click an the link, your computer or
mehile can be infected or compromised,

Cancerned about cyber threats on sscial netwarking

“JII | plotforms? Don't worry. with oworeness and

1 "m precautions you con safeguard yourself and use

soclal netwerling sites safely. You meed to be

careful and follow safeguards to pretect yourself and your friends

agairet such frauds.

Let's discuss how you con protect yourself and your sociel media

accounts. Den't forget fo share these suggestions with your

familyand friends.

= First importart step is te sofeguard your own sacial
rEtworking eccount S0 that it i not hecked or compromised,
For this you must use o complex password and change it
periodically,

Do you know that mast of the social media sites and
emall service providers give you an oprhien of twe facter
authentication Te legin in Te your aceount? You con ge 1o
settings and activate fwo foctor authentication. This

meas you will need to fype your possword and One
Time Password (OTF) received on your mobile ta login to your account.
. It is 0.good safety feature and should be used for all your occounts,

™ Mever share pozsword of your social medin accoumt with
anyone. Sharing padsword may compromese your occount,
‘Whatever you post on sacial networking sites con be visible to
everyone unless you restrict the access of your posts toyour
friends/followers. You must change the privacy settings

]



your socinl medio account and emsure that your
updates/posts, etc. are vigible to yeur friends/ followers only,

£y~ Avcid accepting friend request from
unkrown people. Before accepting o
friend request try to ses how many
other peaple are follewing er are in
friend's lst of the requestor,
Cybercriminols can oreate foke occount of your known person
50 be coreful

= Whatewer you past an secial media generally remaing there.
Be careful before posting arything on social media, Think if
the infarmation con be shared with everyone, Mever shore
your personal deteils such as address, phone number, date of
birth, ete. on sacial media sites.

= If you ere using computer of your friend ar o computer ina
cyber cofé to access your social media accounts, make sure
you don't click yed on “remember paddword popup” which
gererally comes whenyoulogin fram a new compuier. You
must pever ollow amy computer to remember your password
(this means password will not be required to login to your
account on thot $ystem). Alwoys remember to Sign off
Fram your acceurnt after using it,

o= If you ore accessing secial media secounts an yeur mabile
phane remember to keep a strong password to access your
phene.

= If your social medin account iz hacked/compromised, send an
alert email or message to all your contacts. Immediately ask
your social media service provider ta tempararily block your
account, Try to  retrieve your password and change your
password immediately,

= I you notice that your fake account has been created, you
can immediately inform social media service provider so that
the account canbe blacked, If someane is bullying you, pasting
impproprigte comments of images o creating your fake o
account to daimage your image, infoarm your parents or ekiers

D



immediately go that they con support and quide you. With
Support from your perents, you can oldo register o complaint
ot your nearest police station,

= MNewer install unworted softwore omd epps from unkrmown
sources, Mever click on links or files received from unknown
perzon on social media. This may be an attempt to infect your
computerwith amalware.

™ Fake mews or Hoox messoges spread like wildfire on social
media. It may create law and order problem and may =nd-up
causing lozs of life in few coses. Before farwarding or sharing
any messoge on social media or messaging app. check it an
other scurces alss to confirm itsauthenticity,

™ Mewer downlood or upload copyrighted content such aspoems,
essays, videos, music, images, composition of songs, music,
software, etc, without the author’s permission. The act of
dewnloading and uploading copyrighted wark of others is an
of ferce:

Haope you enjoyed reading this handbeok, These

suggestions should help you in protecting yourself

from cybercrmes. As you kmew cybercriminals

frequently devise new ways te cheat pesgple. It is

impeertant o resain up to dote with new threats and waye to

protect ourselves.

Few suggestions from yeur CyberDaost

el Feod more abeut cybersecurity, emerging new threats and
ways ta safeguardagainst cybercrimes

e Bengood cyber citizen. Lie precoutiors yourself and educate
your friendsand family ebout cyber security

= You can fellow us on twstter handle & Cyber Dost [ for
regular updates an safe cyber practices.

™ We request you to plense chare your feedback with us on
dircis2-mha®nic.in er pmules. cis-mhoEnicin '
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